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Dear Sir/ Madam

You are hereby invited to submit a quotation for the supply and delivery of the
following goods/assets/service to the Department of Public Works.

QUOTATION NO
QUOTATION DESCRIPTION
VALIDITY PERIOD
CLOSING TIME

CLOSING DATE

: RFQ0270

: VULNERABILITY ASSESSMENT TOOL
: 84 Days

:11:00

: 04/09/2025

DESCRIPTION UNIT OF QUANTITY | UNIT COST | TOTAL
PURCHASE | REQUIRED | ( INCL | AMOUNT
VAT) (INCL VAT)
VULNERABILITY ASSESSMENT TOOL | EACH 01

- Automates point-in-time assessments to
help quickly identify and fix vulnerabilities,
including software flaws, missing patches,
malware, and misconfigurations, across a
variety of operating systems, devices and
applications.

- Provide visibility for all vulnerabilities

- Provide Agent and Agentless scanning
options, network based scanning solution
which can efficiently scan network to
identify assets, and then fingerprint them
to determine their operating system and
any vulnerabilities they may have.

- Provide pre-built scan templates that
cover at least Open Web Application
Security (OWASP0O, Common Weakness
Enumeration (CWE)

- Available on premise tool without




necessitating the need to be always
connected to the internet.

- Provide broad & deep content coverage
to perform unauthenticated checks

- Automatically update the check library
with 24/7 coverage, backed by globally
leading security & Threat research

- Provide integration with leading
Endpoint  Security =~ Consoles, for
automated import of endpoint asset-data
and tags

- The solution should be able to scan at
least 1000 IP Addresses and should be
scalable to 3000 IP Addresses.

Support secure storage of credentials for
systems, for wuse in authenticated
scanning, using credentials to
authenticate itself to a Windows, UNIX, or
any given infrastructure host such as
network devices, etc.

The implementing service partner must
install, transfer skills and assist with
scans once a quarter in 24 months.
Service Provider must have a training

program for transfer of skill.

Only Suppliers with Proof of address from Gauteng Province will be allocated points for Location under specific goal.

Enquiries

Contact : Keneuwe Mathatho

Tel : 012 406 2199

E-mail : keneuwe.mathatho@dpw.gov.za

Quotations _must be submitted to the following email address:
ndpwquotations@dpw.gov.za

OR at the Quotation Box: CGO Building, 256 Madiba Street, Pretoria Central, 0001




NOTE: Suppliers are to ensure that their banking details are successfully verified
on CSD, The department may at any point request verification of the details.

Please stamp the RFQ with your Company Stamp. However, a quotation on the
company letterhead would be accepted. Failure to return the forwarded PA-Forms
will result in your quotation being considered as non-responsive.



